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- Un resumen de los trabajos realizados durante los ultimos 2 anos en IRAM para aumentar
nuestras ciberdefensas en las siguientes areas importantes:

Servidores

Monitorizacion

Configurar alertas relevantes
y estar pendiente de accesos

Redes

Proteger el acceso a recursos

| , Mantener defensa por
computacionales con e.g. tokens

profundidad a través de

de PKCS#11 y restricciones de SSH

admin_ssh_keys:

- 'ecdsa-sha2-nistp256
‘ecdsa-sha2-nistp256
'ecdsa-sha2-nistp384
'ecdsa-sha2-nistp384
‘ecdsa-sha2-nistp256

'ardca_cha?2 _nict+n?2EA

AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbm1zdHAYNTYAAABBBIMpzX
AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbm1zdHAYNTYAAABBBGTyYA
AAAAE2VjZHNhLXNoYTItbmlzdHAzODQAAAAIbm1zdHAzZODQAAABhBFcwTQ
AAAAE2VjZHNhLXNoYTItbmlzdHAzODQAAAAIbm1zdHAZODQAAABhBAX03
AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbm1zdHAYNTYAAABBBIVMy

AAAAEODN S ZHAIBL YAAVTT+hml 2dHAVATYAAAATEm] 2dHAVNTYAAABBBFCzZF

restrict, from="192.168.1.1", command="/usr/local/bin/command.sh"fssh—-ed25519 AA
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SSH Root Logins

2023-10-18 09:16:43.000

fd7a:115c:ale0:ab12:4843:cd96:624a:6444
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mrt-1x2 sshd[1243268]: Accepted publickey for root from fd7a:115c:ale@:ab12:4843:cd96:624a:6444 port 52604 ssh2: ECDSA SHA256:efTorxATpG/LEW7G7GbrtNT4y1c31DQGmPmZ

T3K9cfU

Failed non-root SSH Logins

2023-10-19 16:55:48.000
mrt-1x2 sshd[1335099]:

2023-10-19 15:02:04.000
mrt-1x2 sshd[1329700]:

2023-10-19 15:01:22.000
mrt-1x2 sshd[1329700]:

2023-10-19 14:36:59.000
mrt-1x2 sshd[1328558]:
2023-10-19 11:10:02.000
mrt-1x2 sshd[1318508]:
2023-10-19 10:06:58.000
mrt-1x2 sshd[1315545]:
2023-10-19 08:41:26.000
mrt-1x2 sshd[1311355]:

2023-10-19 08:36:11.000
mrt-1x2 sshd[1311087]:

2023-10-19 06:55:36.000
mrt-1x2 sshd[1306443]:
2023-10-19 06:29:17.000
mrt-1x2 sshd[1304684]:

2023-10-19 04:40:51.000
mrt-1x2 sshd[1299457]:

2023-10-19 04:00:35.000
mrt-1x2 sshd[1297351]:

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for

Failed password for *

Failed password for

from 194.93.25.245 port 33533 ssh2

from 208.97.195.9 port 52662 ssh2

from 208.97.195.9 port 52662 ssh2

from 40.115.18.231 port 43796 ssh2

from 134.104.17.186 port 51058 ssh2

from 190.145.25.163 port 28597 ssh2

from 64.227.185.138 port 55064 ssh2

from 157.230.91.199 port 41254 ssh2

from 141.98.11.11 port 56488 ssh2

from 31.41.244.62 port 5172 ssh2

from 43.134.75.192 port 44234 ssh2

from 193.233.21.144 port 10994 ssh2

194.93.25.245

208.97.195.9

208.97.195.9

40.115.18.231

134.104.17.186

190.145.25.163

64.227.185.138

157.230.91.199

141.98.11.11

31.41.244.62

43.134.75.192

193.233.21.144

2 days ago - Now

b oRFZ Vv

2 days ago - Now




